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the 21.5 million individuals impacted by the background investigation data breach.''”® After
further inquiries to OPM regarding the contract information, OPM deferred to DOD for the
details of this contract. The Committee obtained relevant records from DOD on October 20,
s,

The DOD award was made under a government-wide contract vehicle established by the
General Services Administration (GSA). This contract vehicle provides agencies with access to
contractors capable of providing identity monitoring, data breach response, and protection
services. This contract vehicle is available to agencies for up to five years and has an estimated
value of $500 million. In contrast to the first contract arrangement for the 4.2 million
individuals, the September 1, 2015 contract award established a government-wide vehicle for
these services so that agencies are not trying to establish a contracting vehicle to provide identity
theft services in the middle of incident response. DOD handled the notification process directly

for the 21.5 million victims and the initial notification process was completed in December
2015

Productions related to the OPM data breaches and CyTech

On July 24, 2015, Chairman Chaffetz and Ranking Member Cummings sent a second
letter to OPM requesting information and documents in response to questions about specific
details of the data breaches announced in June and July 2015."*°" The letter covered a range of
issues, including information about OPM’s relationship with, and the work conducted by,
CyTech Services; information on OPM security tools and user credentials for OPM information
systems; and additional information related to the data breach.

The request related to CyTech was prompted by a referral from the House Permanent
Select Committee on Intelligence (HPSCI) and press reports. On June 15, 2015, the Wall Street
Journal published a story on the OPM data breaches, alleging that CyTech had discovered the
breach during the demonstration of their security tool."”™ Then on June 23, 2015, just before the
Committee’s second hearing on the OPM data breaches where the Committee heard testimony
about CyTech, the Committee received a memorandum from Rep. Devin Nunes, Chairman of

8 U8, Office of Pers. Mgmt., Press Release, OPM, DOD Announce Identity Theft Protection and Credit
Monitoring Contract (Sept. 1, 2015), available at: https://www.opm.gov/news/releases/2015/09/opm-dod-announce-
identity-theft-protection-and-credit-monitoring-contract/.

"% L etter from the Hon. Jason Chaffetz, Chairman, H. Comm. on Oversight & Gov’t Reform, to the Hon. Ray
Mabus, Sec., Office of the Sec. of the Navy (Sept. 22, 2015); Letter from R. L. Thomas, Dir., Navy Staff, Dep’t of
the Navy, Dep’t of Defense to the Hon. Jason Chaffetz, Chairman, H. Comm. on Oversight & Gov’t Reform (Oct.
20, 2015).

1290 11 the Consolidated Appropriations Act for Fiscal Year 2016, language was including requiring OPM to provide
individuals impacted by the OPM data breach with 10 years of identity protection services (versus three years under
the Sept. 1, 2015 award) and five million in liability insurance. Jason Miller, Pay raise, transit benefits parity gives
Jfeds optimism for 2016, FEDERAL NEWS RADIO, Dec. 17, 2016.

1201  etter from the Hon. Jason Chaffetz, Chairman, and the Hon. Elijah E. Cummings, Ranking Member, H. Comm.
on Oversight & Gov’t Reform, to the Hon. Beth Cobert, Acting Director, U.S. Office of Pers. Mgmt. (July 24,
2015).

1202 Damian Paletta, Cybersecurity Firm Says It Found Spyware on Government Network in April, WALL ST. I., June

15, 2015, available at: http://www.wsj.com/articles/firm-tells-of-spyware-discovery-in-government-computers-
1434369994,
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HPSCL, and Rep. Adam Schiff, HPSCI’s Ranking Member, regarding the information from
CyTech.'*”

THE WALL STREET JOURNAL.
Home World US.  Politics Economy  Business Tech Markets Opinion  Arts  Lile  Real Estate
U.S.  POLITICS NATIONAL SECURITY

Cybersecurity Firm Says It Found Spyware on Government
Network in April

CyTech Setvices's claim raises questions over how persennel-data theft was discovered
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As a result of these events, the Committee sought documents and information to better
understand the facts and any role CyTech played at OPM during the 2015 incident response
period. Pursuant to this effort, the Committee requested information from OPM about CyTech
as part of a broader July 24, 2015 letter to OPM. On August 14, 2015 Chairman Chaffetz also
sent an information request to Ben Cotton, Chief Executive Officer of CyTech.'® The letter
requested all documents and communications between OPM and CyTech, details about the
product demonstration that CyTech conducted at OPM in April 2015, and any additional
activities conducted by CyTech related to incident response.” CyTech responded to this
request on August 19, 2015 by providing documents to Committee staff during a visit to CyTech
headquarters in Manassas, Virginia. The Committee also conducted a transcribed interview with
Cotton on September 30, 2015."%

While CyTech promptly responded to the Committee’s request for information, OPM
dragged its feet. OPM’s initial response to the Committee’s July 24, 2015 letter did not include
information in response to questions about CyTech."””" On September 25, 2015, OPM made a

-second production in response to the July 24, 2015 request, producing a nine-page narrative in
response to questions posed about CyTech and only one relevant document—more than 175
pages of visitor logs from OPM’s Washington, D.C. headquarters for the month of April 2015
that were almost entirely redacted.'**® |

1203 1 etter from the Hon. Devin Nunes, Chairman, and the Hon. Adam Schiff, Ranking Member, H. Permanent
Select Committee on Intelligence, to the Hon. Jason Chaffetz, Chairman, and the Hon. Elijah E. Cummings,
Ranking Member, H. Comm. on Oversight & Gov’t Reform (June 23, 2015).

12041 etter from the Hon. Jason Chaffetz, Chairman, H. Comm. on Oversight & Gov’t Reform, to Ben Cotton,
President & Chief Exec. Officer, CyTech (Aug. 14, 2015) (Ranking Member Cummings did not sign this request).
1205 1 etter from the Hon. Jason Chaffetz, Chairman, H. Comm. on Oversight & Gov’t Reform, to Ben Cotton,
President & Chief Exec. Officer, CyTech (Aug. 14, 2015).

1206 Cotton Transcribed Interview.

27 August 28, 2015 (OPM document production).

1208 I etter from Jason Levine, Dir. of Cong., Legislative & Intergovernmental Affairs, U.S. Office of Pers.Mgmt., to
the Hon. Jason Chaffetz, Chairman, H. Comm. on Oversight & Gov’t Reform (Sept. 25, 2015) (OPM Production:
Sept. 25, 2015); Office of Personnel Management Visitor Log April 1- July 10, 2015 at HOGR724000325-501
(OPM Production, Sept. 25, 2015).
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Heavily redacted visitor logs provided by OPM on September 25, 2015

OPM made a third production to the Committee on October 7, 2015 that included a

slightly less redacted version of the visitor logs and a corresponding analysis of entries for staff
from CyTech, Imperatis, DHS and the FBIL. L

VISITO¥ LOg
Visitor Log

Visitor Log
Visitor Log
visitor Log
Visitor Log
Visitar Log
Visitor Log
Visitor Log
Visitor Log 5 10:12:274M
Misitas Loa, SRL30L2 131224

On October 28, 2015, OPM made a substantial production of (redacted) documents, made
documents available in camera, and responded to a September 9, 2015 letter regarding a “deleted
drive” on CyTech’s CyFIR appliance.'”'" On August 19, 2015, CyTech told Committee staff it
had requested the CyFIR appliance be returned multiple times, but it was not returned until
August 20, 2015"*"'—one day after Committee investigators visited CyTech offices.

The CyFIR appliance was returned to CyTech sanitized, that is, with all information
deleted.'”'* The agency did not provide a copy of the drive’s contents to the Committee, despite
the fact that there was an ongoing congressional investigation and preservation order in place.
The status of the deleted contents of the drive, and whether OPM preserved a copy, was

% Office of Personnel Management Visitor Log April 1-July 10, 2015 at HOGR0724-000615-791 (OPM
Document Production: Oct. 8, 2015). Additional responsive documents were also made available to the Committee
in-camera in the OPM liaison office at this time.

12101 etter from the Hon. Jason Chaffetz, Chairman, H. Comm. on Oversight & Gov’t Reform and the Hon. Michael
Turner, to the Hon. Beth Cobert, Acting Dir., U.S. Office of Pers. Mgmt. (Sept. 9, 2015).

121 Cotton Tr. at 72.

1212 Email from Brendan Saulsbury, Senior Cyber Security Engineer, SRA to Jonathan Tonda, SRA, U.S. Office of
Pers. Mgmt. and Jeff Wagner, Dir. Info. Tech. Sec. Operations, U.S. Office of Pers. Mgmt. (Aug. 17, 2015, 1:54
p-m.) at HOGR0909-000107 (OPM Production: Oct. 28, 2015).
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discussed at length at a January 7, 2016 Committee hearing.'*" It was not until April 2016, that

OPM made a sample of the images collected by CyFIR available for an in camera review. OPM
had obtained this information for the in camera review from US-CERT.

Chairman Chaffetz questions an OPM witness about redactions

Despite Committee requests for information and an August 21, 2015 preservation order,
OPM did not preserve all relevant evidence. The preservation order covered all records related
to the breach/intrusion, the infrastructure improvement project, cybersecurity, and decisions on
implementing the recommendations made by the OIG.'*!*

As a result of documents produced by CyTech, and interviews with CyTech employees,
the Committee obtained evidence related to the efforts of other firms involved in the April 2015
incident response activities at OPM, including Cylance, SRA, and Imperatis. Each of these
companies was present throughout the incident response period and ultimately provided

information useful in understanding the bigger picture of what unfolded before, during, and after
the OPM data breaches.

The Committee investigated the role of Cylance

Cylance was first identified during a review of documents provided by CyTech. In an
April 24, 2015 email, an employee of Cylance, Chris Coulter, emailed CyTech’s CEO to ask:
“Would you be able [to] pull this file, want to verify something . . . .”"*'"* In a September 28,

*8 Document Production Status Update: Hearing Before the H. Comm. on Oversight & Gov't Reform, 114th Cong.
(Jan. 7, 2016) at 1:07.

124 etter from the Hon. Jason Chaffetz, Chairman, H. Comm. on Oversight & Gov’t Reform, to the Hon. Beth
Cobert, Dir., U.S. Office of Pers. Mgmt. (Aug. 21, 20153).

1213 B-mail from Chris Coulter, Managing Dir., Cylance, to Benjamin Cotton, Chief Excc. Officer, CyTech (Apr. 24,
2015, 1:54 p.m.) at 1.27 (CyTech Production: Aug. 19, 2015).
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2015 briefing to Committee staff, OPM’s Director of IT Security Operations, Jeff Wagner, told
staff that Cylance executed the quarantine order on OPM’s systems in April 2015.

On December 3, 2015, the Committee sent a letter to Cylance inquiring about the
activities it conducted at OPM in April 2015 and requested related documents.'*'® Cylance
provided thousands of pages of documents on a rolling basis and in a timely manner, and also

made available to the Committee a virtual data room with additional pieces of information and
evidence.

The Committee subsequently conducted transcribed interviews of two Cylance
personnel.'*'” The Committee conducted a transcribed interview with Cylance CEO Stuart
McClure on February 4, 2016. On February 12, 2016, the Committee conducted a transcribed
interview with Cylance Managing Director of Incident Response and Forensics Chris Coulter.
Coulter was heavily involved in providing assistance to OPM with the deployment of Cylance
tools.

The Committee investigated the role of SRA

SRA, International, another OPM contractor, provided information that helped inform a
more complete picture of the OPM data breach incidents identified in March 2014 and April
2015."""® The Committee was able to identify two key SRA employees who provided OPM IT
security operations contract support in 2014 and 2015."2"* The SRA employees provided IT
security operations center support under an SRA contract for IT management services and
reported to OPM’s Director of IT Security Operations, Jeff Wagner.

The Committee contacted one of these SRA employees, Brendan Saulsbury, who
responded to questions about his role in the OPM data breach incident response in an informal
interview in January 2016. Later, on February 16, 2016, Saulsbury participated in a transcribed
interview.'??° Saulsbury started with SRA in early 2012 and by March 2012 began providing IT
security operations support to OPM under an SRA contract. Saulsbury administered various IT
security tools and played a key role in the 2014 and 2015 OPM data breach incident response
and forensic investigation. The other (now former) SRA employee identified through the
Committee’s investigation, Jonathan Tonda, began working for OPM as a federal employee in
the Fall of 2015. As of May 2016, Saulsbury left SRA and is employed with another
organization.

1218 1 etter from the Hon. Jason Chaffetz, Chairman, and the Hon. Elijah E. Cummings, Ranking Member, H. Comm.
on Oversight & Gov’t Reform, to Stuart McClure, Chief Exec. Officer, Cylance (Dec. 3, 2015).

1217 McClure Tr.; Coulter Tr.

1218 SR A International has combined with the North American Public Sector business of CSC to form SRA in the
fall of 2015. See CSC, Press Release, CSC to Combine Government Services Unit with SRA Upon Separation from
CSC; Combination Will Create Leading Pure-Play Government 1.T. Business in the U.S. (Aug. 31, 2015).

1% E-mail from Brendan Saulsbury, Contractor for OPM IT Security Operations, to Jeff Wagner, Dir. Info. Tech.
Sec. Operations, U.S. Office of Pers. Mgmt. (June 11, 2015, 11:44 p.m.) (CyTech Production Aug. 19, 2015).

1220 Saulsbury Tr.
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The Committee Investigated OPM’s IT Infrastructure Improvement
Project and the Contract Awardee Imperatis

On June 17, 2015, OPM’s IG issued a Flash Audit Alert to then-Director Katherine
Archuleta regarding OPM’s contract award to Imperatis for the IT Infrastructure Improvement
project. '**' This contract was awarded in June 2014 as part of OPM’s response to the data
breach discovered in March 2014. The Committee requested follow up information from the IG
and raised further questions about this contract, based on the Flash Audit Alert during the June
24,2015 hearing.'”* The Flash Audit Alert also led the Committee to review the Imperatis
contract and its role in activities at OPM in April/May 2015 related to the data breach incident
response. As part of Imperatis activities for the Tactical (Phase 1) portion of the IT
Infrastructure Improvement project, Imperatis coordinated meetings with CyTech and OPM and
ultimately CyTech’s demonstration of its CyFIR tool at OPM on April 21, 2015. The CEO of
CyTech identified key Imperatis personnel onsite for demonstration, which assisted the
investigation.

Chairman Chaffetz sent an August 18, 2015 letter to Imperatis requesting documents and
communications related to CyTech and the IG’s Flash Audit Alert.'"”” On September 1, 2015,
Imperatis responded to the Chairman’s request and produced over 1,700 pages on the IT
Infrastructure Improvement project contract, including information on pre-contract
communications between OPM and Imperatis employees, the security tools tested and deployed,
and contract performance.'*** In addition, Imperatis provided a briefing to Committee staff on
October 15, 2015, explaining its role in scheduling and participating in the CyTech
demonstration. Finally, Imperatis responded to supplemental requests by majority staff on
contract developments and clarifications on its document production.

Document productions by Department of Homeland Security

On August 19, 2015, Chairman Chaffetz sent a letter to US-CERT requesting information
and documents related to its role in assisting OPM with incident response and the forensics
investigation of the data breaches identified in March 2014 and Spring 2015."** US-CERT was
reluctant to provide documents directly and quickly because US-CERT expressed a preference
that OPM provide all US-CERT documents directly to the Committee due to its view that the
documents were similar to a client’s information. Regardless of this view, it is US-CERT’s
responsibility to fully respond in a timely manner to congressional information requests. The
Committee ultimately received a production of over 350 pages from US-CERT on December 11,
2015 — nearly four months after the initial request.'**® The delay in receiving this information

122! OIG Flash Audit Alert (June 17, 2015).
"*** OPM Data Breach: Part If (June 24, 2015).
12331 etter from the Hon. Jason Chaffetz, Chairman, H. Comm. on Oversight & Gov't Reform to Major General
(ret.) Mastin Robeson, President & Chief Exec. Officer, Imperatis (Aug. 18, 2015).
1224 L etter from Maj. General (ret.) Mastin Robeson, President & Chief Exec. Officer, Imperatis to the Hon. Jason
Chaffetz, Chairman, H. Comm. on Oversight & Gov’t Reform (Sept. 1, 20135).
1225 | etter from the Hon. Jason Chaffetz, Chairman, H. Comm. on Oversight & Gov’t Reform, to Ann Barron-
DiCamillo, Dir., U.S. Comp. Emergency Readiness Team, U.S. Dep’t of Homeland Sec. (Aug. 19, 2015).
1226 L etter from M. Tia Johnson, Ass’t Sec’t for Legislative Affairs, U.S. Dep’t. of Homeland Sec. to the Hon. Jason
| Chaffetz, Chairman, H. Comm. on Oversight & Gov’t Reform (Dec. 11, 2015).
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could have been avoided had OPM and US-CERT been more timely and responsive to
Committee requests.

Unnecessary delays, restrictions, redactions and a congressional
subpoena

From July 2015 until early spring of 2016, OPM provided sluggish and incomplete
responses to requests, offering only in-camera review of certain documents, and documents that
were often riddled with redactions. Further, OPM finally produced key documents with limited
redactions to the Committee just a few days before the Committee conducted a transcribed
interview with OPM’s Director of IT Security Operations, Jeff Wagner on February 18, 2016.'%

Of the multiple information requests sent to OPM prior to the February 3, 2016,
subpoena, not a single one was answered completely within the requested timeframe. This lack
of cooperation slowed the Committee’s investigation and resulted in the Committee having to
make multiple requests to other stakeholders.

For example, on August 18, 2015, Chairman Chaffetz sent another letter to OPM
regarding the “stolen manuals” issue and requested a response by September 1, 2015.2*® The
letter referenced June 24, 2015 hearing testimony from then-CIO Donna Seymour responding to
the Chairman’s questions about the exfiltration of security documents and manuals related to
OPM’s network.'”* The letter requested documents and communications about the incident and
the information that was stolen,' "

When OPM responded on September 18, 2015, the response contained significant
redactions.'”! In fact, it was not until J anuary 12, 2016 (nearly five months after the initial letter
was sent) and after a congressional hearing where Members of the Committee expressed
frustration about the redactions, that OPM made the unredacted documents available in camera.
OPM finally produced these documents to the Committee without redactions on February 16,
2016. The stolen manual production was critical to understanding more about the data breach
discovered in March 2014.

The agency routinely provided the Committee with documents containing unnecessary
redactions. In addition to the aforementioned visitor logs that were redacted to the point of

1227 Wagner Tr. at 23.

1228 etter from the Hon. Jason Chaffetz, Chairman, H. Comm. on Oversight & Gov’t Reform, to the Hon. Beth
Cobert, Acting Dir., U.S. Office of Pers. Mgmt. (Aug. 18, 2015).

1229 7y

1230 7y .

%1 Letter from Jason Levine, Dir., Cong., Legislative & Intergovernmental Affairs, Office of Pers. Mgmt., to the
Hon. Jason Chaffetz, Chairman, H. Comm. on Oversight & Gov’t Reform (Sept. 18, 2015).
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1232 1233

initially being useless, ~~ the agency redacted the name of OPM press officials in some cases.
There is no valid basis for OPM to redact the name of its press officials, especially given their
very public role in communicating with the press and public.

In another example, OPM redacted the name of the contracting officer who was
managing the first contract for the identity protection services for breach victims.'>* The agency
redacted the name of the officer despite the fact that his name was publicly available on a now
archived Fed BizOps website page.'”*® Further, the Committee requested the curriculum vitae of
Jeff Wagner, OPM’s Director of Security Operations, in its July 24, 2015, letter to OPM.'?*®
When OPM responded to the request over a month letter, OPM redacted Wagner’s name.'**’

NR. LEVINE

Director of the Office of Congressional Affairs Jason Levine testifies before the Committee

1232

OPM redacted virtually every name on the visitor logs it provided the Committee pursuant to the July 24, 2015
letter’s second request.

1233 E-mail from [redacted], to Jeff Wagner, Dir. Info. Tech. Sec. Operations, U.S. Office of Pers. Mgmt (June 12,
2015, 1:50 p.m.), at HOGR020316-000211 (OPM Production Feb. 16, 2016).

124 Winvale Contract (June 2, 2015) at 028 (OPM Production: Aug. 21, 2015).

133 Solicitation Number: OPM3215T0019 (May 28, 2015) available at:
https://www.fbo.gov/index?s=opportunity&mode=form&id=ebef7df6tb8783dbc59c977962833760&tab=core&tab
mode=list&print_preview=1.

186 1 etter from the Hon. Jason Chaffetz, Chairman, and the Hon. Elijah E. Cummings, Ranking Member, H. Comm.
on Oversight & Gov’t Reform, to the Hon. Beth Cobert, Acting Dir., U.S. Office of Pers. Mgmt. (July 24, 2015).

1237 Letter from Jason Levine, Dir., Cong., Legislative & Intergovernmental Affairs, U.S. Office of Pers. Mgmt., to
the Hon. Jason Chaffetz, Chairman, and the Hon. Elijah E. Cummings, Ranking Member, H. Comm. on Oversight &
Gov’t Reform (Aug. 28, 2015), (OPM Production: Aug. 28, 2015).
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Subpoena issued to OPM

In a January 7, 2016 hearing before the Committee, Jason Levine, Director of the Office
of Congressional, Legislative and Intergovernmental Affairs at OPM testified that “OPM has
worked tirelessly . . . to respond to numerous congressional inquiries regarding the incidents”
and that “OPM has made every effort to work in good faith to respond to multiple congressional
oversight requests, including document productions.”'***

Seven months after the Committee’s first request to OPM for information, the Committee
issued a subpoena on February 3, 2016, to compel the agency to produce unredacted documents
on a permanent basis.'>’ As outlined above, the Committee invested significant time and effort
in attempting to extract documents and relevant information from OPM in the months leading up
to the February 3, 2016 subpoena.**® While OPM did eventually produce requested documents
without redactions directly to the Committee, it was only after multiple rounds of productions
and significant time and effort to extract these documents from OPM. The fact is that OPM
failed to fully cooperate with this investigation until a subpoena triggered greater cooperation.

In contrast to OPM, other relevant stakeholders contacted by the Committee were
cooperative and responsive to the Committee’s requests. The Committee received documents
from contractors and other relevant entities that it would receive from OPM months later. For
example, CyTech provided documents to the Committee on August 19, 2015, that included email
conversations between OPM’s Director of Security Operations, Jeff Wagner, and CyTech CEO
Ben Cotton regarding the Wall Street Journal story on CyTech.'**' The agency produced this
same document in February 2016 (after the subpoena had been issued).'*** In another example,
CyTech produced an email in August 2015 that led the Committee to investigate Cylance’s role
in the incident response activities in April 2015 that OPM only produced in February 2016.'**

'8 Document Production Status Update: Hearing Before the H, Comm. on Oversight & Gov’t Reform, 114th
Cong., (Jan. 7, 2016) (Statement of Jason K. Levine, Dir., Office of Cong.|, Legislative, and Intergovernmental
Affairs, U.S. Office of Pers. Mgmt.).

1339 Subpoena from the Hon. Jason Chaffetz, Chairman, H. Comm. on Oversight & Gov’t Reform, to Beth Cobert,
]Afoting Dir., U.S. Office of Personnel Mgmt., (Feb. 3, 2016).

014,

141 Cotton Tr., Ex. 10 (Email from Ben Cotton, Chief Exec. Officer, CyTech, to Jeff Wagner, Dir. Info. Tech. Sec.
O‘Perations, U.S. Office of Pers. Mgmt. (June 12, 2015)).

%2 Email from Ben Cotton, Chief Exec. Officer, CyTech, to Jeff Wagner, Dir. Info. Tech. Sec. Operations, U.S.
Office of Pers. Mgmt. (June 12, 2015, 1:07 p.m.) at HOGR020316-000205 (OPM Production: Feb. 16, 2016).
143 Cotton Tr., Ex. 5 (Email from Chris Coulter, Managing Dir., Cylance, to Ben Cotton, Chief Exec. Officer,
CyTech (Apr. 24, 2015)); Email from Chris Coulter, Managing Dir., Cylance, to Ben Cotton, Chief Exec. Officer,
CyTech (Apr. 24, 2015, 5:54 p.m.) at HOGR020316-000010 (OPM Production: Feb. 16, 2016).
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Conclusion

The devastating consequences of OPM cyberattacks discovered in 2014 and 2015 will be
felt by the country for decades to come. The key question now before the country is how will we
respond? Federal agencies, including OPM, must remain vigilant in protecting the information
of hundreds of millions of Americans and in an environment where a single vulnerability is all a
sophisticated actor needs to steal or alter Americans’ information, the identities of average
Americans, and profoundly damage the interests of U.S. national security.

The longstanding inability of OPM to adequately implement sometimes basic, but
necessary security measures, despite years of warnings from its Inspector General, represents a
failure of culture and leadership, not technology. However, the Committee remains hopeful that
OPM, under the new leadership of Acting Director Beth Cobert, is in the process of remedying
decades of mismanagement.

In late June 2016, OPM reported to the Committee that over the past year “OPM has
taken significant steps to enhance its cybersecurity posture, protect individuals who had their
data stolen in the incidents last summer, and reestablish confidence in its ability to deliver on
OPM’s core missions.”'*** OPM reports such steps include:

o Completing deployment of two-factor Strong Authentication for all users, which
provides a strong barrier to OPM’s networks from individuals that should not have
access;

» Implementing a continuous monitoring program for all IT systems;

» Creating and hiring a cybersecurity advisor position that reports to the Director;

« Establishing an agency-wide centralized I'T security workforce under a newly hired
Chief Information Security Officer (CISO);

» Modifying the OPM network to limit remote access to exclusively government-
owned computers;

« Deploying new cybersecurity tools, including software that prevents malicious
programs and viruses on our networks;

e Implementing a Data Loss Prevention System which automatically stops sensitive
information, such as social security numbers from leaving the network unless
authorized; and

« Enhancing cybersecurity awareness training with emphasis on Phishing emails and
other user based social engineering attacks.'**’

OPM also reports that it has taken steps to improve its cybersecurity capabilities, many of
which are part of the President’s Cybersecurity National Action Plan. In particular, OPM reports
being one of the first agencies to fully implement DHS’ Continuous Diagnostics and Mitigation
(CDM) program, and that it is targeted to complete its deployment by the end of summer 2016.
OPM reports that CDM will allow OPM to communicate with DHS more rapidly and effectively

1244 Email from Jason Levine, Dir., Office of Cong., Legislative, & Intergovernmental Affairs, U.S. Office of Pers.
Mgmt., to H. Comm. on Oversight & Gov’t Reform Staff (June 21, 2016, 6:54 p.m.) (on file with the Committee).
1245

Id.
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during cybersecurity incidents. In addition, OPM has also completed the implementation of the
latest release of Einstein — Release 3a, which is a DHS IT defensive system that collects, detects,
and prevents many cyber threats and potential cyber-attacks before they can reach OPM
networks and its users.'**®

But questions remain as to the state and utility of OPM’s new information technology
infrastructure. How will the newly established National Background Investigations Bureau
(NBIB) impact the new IT infrastructure that OPM has built, and that was designed for the
Federal Investigative Service which will now belong to the DOD-administered NBIB? Such
questions linger as OPM continues to spend tens of millions to maintain and operate both their
existing legacy I'T environment and the new IT infrastructure. Only time will tell if OPM is able
to sufficiently respond to the call for the agency to address its information security shortcomings
and IT challenges, especially given the reality that federal CIOs have an average tenure of only
two years.'247 |

As Representative Will Hurd, Chairman of the Information Technology subcommittee,
stated during the first hearing, the data breach at OPM this “is just another example of the
undeniable fact that America is under constant attack. It is not bombs dropping or missiles
launching; it is the constant stream of cyber weapons aimed at our data.”'** OPM and all
federal agencies must overcome the unique challenges that each faces with regard to their
information environments. Every American must have the confidence that the data they continue
to entrust with the federal government will be protected. Agency leadership and their CIOs
must be the ones to restore the public trust following the events that transpired at OPM.

1246 14

¥ Gov’t Accountability Office, GAO-11-634, Federal Chief Information Officers: Opportunities Exist to Improve
Role in Information Technology Management (Oct. 2011).

1*8 OPM Data Breach: Hearing Before H, Comm. on Oversight and Gov't Reform, 114th Cong. (June 16, 2015)
(Statement of Rep. Will Hurd).
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Appendix: Cyber security Spending at OPM (Fiscal Years 2012-2015)

Table 1. Federal cybersecurity spending by agency (in millions) for FY2015'**

Prevent Detect, Analyze, Shaping the
Agency Malicious Cyber and Mitigate Cybersecurity
Activity Intrusions Environment

Department of Agriculture $39 $39 $5

Department of Commerce $43 $79 $71 £194

Department of Education 58 $18 50 $27

Department of Energy $130 5105 $68 $303

Department of Justice $£29]1 $131 $35 $436

Department of Labor $6 512 $4 22

Department of State $102 $73 $25 $200

Department of Transportation s41 %49 $3 %95

Department of Veterans Affairs 296 $89 $25 $210

Department of the Interior §13 $20 $28 $61

Department of the Treasury $159 $96 $16 $271

Department of Defense $3.200 $1,100 $4.800 [  $9.100

Department of Health & Human

Services 371 $132 $17 $220

Department of Homeland

Security $3l6 $771 $225 | $1313

Depariment of Housing & Urban

Development $7 $8 31 $15

Environmental Protection

Agency $2 $12 83 $17

General Services Administration $16 $24 $6 346

International Assistance

Programs $8 $8 $5 $22

National Science Foundation 3 $6 $206 $215

National Aeronautics & Space

Administration $30 $54 $23 $107 §

Nuclear Regulatory Commission 8 $13 %3 $25 §
ﬁce of Personnel Management %2 %5 £0 $7 f

Small Business Administration $2 $8 50 S0 §

Social Security Administration %31 %38 52 $91

Total Cybersecurity Spending 4,646 §2,887 $5.577 | S13,110

OTE: Due to rounding, categones may not sum to the total

¥ Office of Mgmt. & Budget, Exec. Office of the President, FY 2015 Annual Report to Congress.: Federal

Information Security Management Act (Mar. 18, 2016),

https://www.whitehouse.gov/sites/default/files/omb/assets/egov_docs/final fy 2015 fisma report to congress 03

18_2016.pdf.
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Table 2. Federal cybersecurity spending by agency (in millions) for FY2014'*°

Prevent Detect, Analyze, Shaping the
Agency Malicious Cyber and Mitigate Cybersecurity Total J§
Activity Intrusions Environment |
Department of Agriculture $40 $46 $2 $88
Department of Commerce $56 $83 $74 $213
Department of Education $11 $20 %1 s32 | |
Department of Energy $108 $78 $71 $257 |
Department of Justice $102 $433 $44 $579
Department of Labor $13 83 $1 $17
Department of State $55 $54 $5 14 |}
Department of Transportation $42 $44 $5 $91 J
Department of Veterans Affairs 13 $131 $£9 $153 |
Department of the Interior $17 %30 $1 $48
Department of the Treasury $122 $68 $10 $200
Department of Defense $2,552 $1,225 $5.178 |  $8.955
Department of Health & Human -
Services e 9 $25 | 170
Department of Homeland
Seg)urm' W i S148 $1.343
Department of Housing & Urban 6 $8
Development $0 $14
Environmental Protection $1 $6
Agency $0 $7
General Services Administration $27 $16 $10 $53
International Assistance
Programs = 4 $3 Si6
National Science Foundation $3 $6 $154 $163 | k
National Aeronautics & Space & |
Administration i - 348 $19 $102 F
Nuclear Regulatory Commission $4 $12 3 $19
Office of Personnel Management 52 $5 $0 s7 00
Small Business Administration $i 84 0 $3
Social Security Administration $46 $11 $2 $59 |
Total Cybersecurity Spending $3,792 $3,148 5,765 | 812,705 | |
NOTE: Due to rounding, categones may not sum to the total

129 Office of Mgmt. & Budget, Exec. Office of the President, FY 20144nnual Report to Congress: Federal
Information Security Management Act 83 (Feb. 27, 2015),

https://www.whitehouse.gov/sites/default/files’fomb/assets/egov_docs/final fy14 fisma report 02 27 2015.pdf.
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Table 3. Federal cybersecurity spending by agency (in millions) for FY2013'%!

) (] 1

Dept. of Agriculture $39 $23 51 $63
Dept. of Commerce $47 $74 $42 $163
Dept. of Education $11 $11 $0 22
Dept. of Energy $112 $69 $37 $218
Dept. of Justice $1035 $335 - %6 ' $446
Dept. of Labor $5 $9 $9 $23
Dept. of State $51 $30 $5 $86
Dept. of Transportation $44 $48 35 $96
Dept. of Veterans Affairs $11 $102 $7 $121
Dept. of the Interior $13 $24 $1 $38
Dept. of the Treasury $146 $109 $13 $268 |
Dept. of Delense $2.471 $1.055 $3.580 $7.106 |
Dept. of Health & Human
Services $44 $11 526 $181
Dept. of Homeland Security $£369 $590 S150 S1.100 §
Dept. of Housing & Urban
Development $4 $7 $0 $12 A
Environmental Protection

| Agency $1 $19 $0 $20
General Services
Administration $28 $10 %8 446
International Assistance i
Programs $8 $7 $7 $22 I
National Science Foundation $3 $6 $141 $150 I
NASA $27 $40 $19 $86
Nuclear Regulatory
Commission $4 $10 $3 $17
Office of Personnel
Management
Small Business :
Administration $1 $4 $0 $5
Social Security
Administration $27 $11 $2 $40
Total Information Security - ‘
Spending $3.575 §2,707 $4,063 S10,344)

5! Office of Mgmt. & Budget, Exec. Office of the President, F¥ 2013Annual Report to Congress: Federal
Information Security Management Act 65 (May 1, 2014),
https://www.whitehouse.gov/sites/default/files/omb/assets/egov_docs/fy_2013 fisma report 05.01.2014.pdf.
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Table 4. Federal cybersecurity spending by agency (in millions) for FY 2012'%2
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152 Office of Mgmt. & Budget, Exec. Office of the President, Fiscal Year 2012 Report to Congress on the
Implementation of the Federal Information Security Management Act of 2002 (Mar. 2013),
https://www.whitehouse.gov/sites/default/files/omb/assets/egov_docs/fy12 fisma.pdf.

230




Table 5. OPM IT Budget and Spending, FY2006-FY2017'*

S -, OPM's IT Budget and Spending Over Time - If
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Budzet = Actuais

1333 8. Office of Pers. Mgmt., OPM Congressional Budget Justification Performance Budget FY2016, at 2 (Feb.
2015), https://www.opm.gov/about-us/budget-performance/budgets/congressional-budget-justification-fy2016.pdf..
Cybersecurity is one line item in OPM’s total IT budget. The amounts requested for IT spending overall, and the
amounts appropriated, are shown in the Appendix. In addition, overall funding spikes in 2007 and 2008 are
attributed to a transfer from the Trust Fund for retirement modernization. See U.S. Office of Pers. Mgmt., OPM
Congressional Budget Justification Performance Budget FY2007 (Feb. 6, 2006), https://www.opm.gov/about-
us/budget-performance/budgets/2007-budget.pdf; U.S. Office of Pers. Mgmt., OPM Congressional Budget
Justification Performance Budget FY2008 (Feb. 5, 2007), https://www.opm.gov/about-us/budget-
performance/budgets/2008-budget.pdf.
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